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Your secure access to the Marcard data room | Two-factor authentication

Set up two-factor authentication

= Two-factor authentication for your user account needs to be set up
once.

= This involves linking your mobile device (smartphone or tablet), on which
an authentication app (e.g. Google Authenticator) is installed, to your
existing data room user account.

= The next time you log in to the Marcard data room, you will see the
following message:

DRACCOON

Zweistufige Authentifizierung

Um Ihr DRACOON Kento vor unbefugtem Zugriff zu
schiitzen, hat Ihr Administrator die zweistufige
Authentifizierung vorgegeben. Neben lhrem
Benutzernamen und Kennwort bendtigen Sie bei jeder

Anmeldung einen einmaligen Bestatigungscode.

Bitte richten Sie jetzt die zweistufige Authentifizierung ein,

um die Sicherheit lhres Kontos zu erhohen.

Zweistufige Authentifizierung einrichten

(illustration similar)

= Click on “Set up two-step authentication” to begin the setup process.

= The dialogue box for setting up two-factor authentication will appear
and consists of three steps:
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Step 1: Install the authentication app

If you do not yet have an authentication app installed on your mobile device,
download one from the App Store (for iPhone) or Play Store (for Android).
Well-known authentication apps include

e.g. Authy, Google Authenticator or Microsoft Authenticator. You can decide
for yourself which one you would like to use.

Step 2: Scan the QR code

Launch the installed authentication app on your mobile device and use it to
scan the QR code displayed in the "Set up two-step verification" dialogue
box. If this is not possible, enter the secret key displayed below the QR code
into the app.

Step 3: Enter the verification code

A 6-digit verification code will appear in the authentication app on your
mobile device. You have 30 seconds to enter this verification code in
the “6-digit verification code” field in the data room dialogue box and
click the “Save” button.

MARCARD, STEIN & CO

If the 30 seconds have elapsed and you have not yet finished entering the
code, a new verification code will automatically be displayed, which you must
enter within 30 seconds.

= Your mobile device and the authentication app you are using are now
linked to your data room user account, and two-factor authentication will
be used from your next login onwards.

= You will receive confirmation of this by email.

<'7 THE FAMILY OFFICE BANK

24



MARCARD, STEIN & CO

Bankiers

Your secure access to the Marcard data room | Two-factor authentication

Log in to the Marcard data room with two-factor
authentication

= |f you have set up two-factor authentication for your user account, you must
not only enter your username and password each time you log in to the data
room, but also, in a second step, an additional humeric code — the so-called
"one-time password".

= This will be displayed in the authentication app linked to the data room on
your mobile device and is valid for a limited time (30 seconds).

Step 1: Log in with your username and password

To log in to DRACOON, first enter your username and password, then click

 DRACOON

Benutzername*

Kennwort*

Benutzername vergessen?

Kennwort vergessen?
Anmelden

Hilfe Impressum Datenschutz Deutsch +

(Nlustration similar)

Step 2: Retrieve the one-time password

Open the authentication app on your mobile device that you used for setup.
Depending on the app you are using, you will need to select the desired user
account (your data room account).

The app will display the confirmation code (also known as a “one-time
password”: a 6-digit combination that changes every 30 seconds) You have
30 seconds to copy or note down the one-time password displayed in the

app.
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Step 3: Enter the one-time password

Go to the login window in the data room and, in the "Enter verification
code" dialogue box, enter the one-time password from the uthentication
app and click the "Confirm" button

DRACCON

Bestatigungscode eingeben

Offnen Sie Ihre Authentifizierungs-App, geben Sie den
bereitgestellten Bestatigungscode in das folgende

Eingabefeld ein, und bestatigen Sie diesen.

-P-(_ein_ ZL;griff auf Gerat oder App‘?_
o R

(illustration similar)

If the 30 seconds have elapsed and you have not yet finished entering the
code, a new confirmation code will automatically appear in the
authentication app, which you must enter within 30 seconds.

= |If you have entered the verification code correctly and in time, you
are now successfully logged into the Marcard data room and can
access your data rooms there.
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